JIoKanbHoOe

Kraftway — oaHa U3 KpynHenwmnx

POCCUIMCKMX KOMMNaHWUM, POUSBOACLTES

y NaaT, KOPNycos,
AeucTBylowan Ha pbiHKe ¢ 1993 roaa no.
M 3aHMMaALOLLLAACA PAa3pPabOTKOU U
npou3soacTBom obopyaoBaHMA U TaXHUUEEKIE
NPOrpaMmHOroO obecneyeHus. NHXXEHepPbl, CepBUC

Mo 3aMeHe
obopynoBaHUA

POCCUNCKUX

POCCUMACKUE TEXHONOTUMN NnpoLLeccopos B
pamKax nporpammbl MK, cepsepbl, CX/, Tenekom
HU
MmnopTto3amelleHuns obopynosaHue,

KOMNblOTEPHaa nepudpepus

@) kraftway

POCCUMCKWE TEXHONOruM
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MopaenbHbIU paa,

HapexHble annapaTHble pelleHuns
CtabunbHas onepauMoHHaa cuctema

YposeHb A4pa

YpoBeHb
arperayumm

YpoBeHb
[ocCTyna

OKOHeYHble
YCTPOWCTBA

25Gb
40 Gb
100 Gb

/7000 L3 cepus

YpoBeHb Aapa/ueHTpa 06paboTKU AaHHbIX C
NOAK/IIOYEHNEM MO ONTUKE
Ha ckopocTax 25/40/100 Gb

5000 L3 cepwusa

YpoBeHb arperaummn/aapa HebonbLLOW ceTn ¢
NoAKNtOYEHMEM MO ONTUKe Ha ckopocTax 1/10 Gb B
CTOPOHY YpoBHA goctyna n 10/25/40/100 Gb B aapo ce

1000 L2+ n 3000 L3 cepusa

MoaKAtoYeHNEe OKOHEYHbIX YCTPOWCTB N0 MeAau co
ckopoctamu ao 1Gb B ctopoHy yctponcte n 10Gb B
CTOPOHY YPOBHA arperauum

@) kraftway

POCCUVCKMWE TEXHONOruM



Cepusa 1000: KommyTtaTtopbl goctyna L2+

KommytaTtopbl Kraftway cepumn 1000 obecneumBaroT HageKHOCTb, TMOKOCTb U 6e30nacHOCTb ANA CEeTEBOU UHPPACTPYKTYPbI
KOMMaHWUN Manoro n cpegHero busHeca, ga*ke B yCA0BMAX MUHUMaNbHOW nogaepKKku UT nam eé otcytcTaumA.

KommyTtaTopbl paboTtaeT noa ynpaBieHUMEM KIAaCCUMYECKOro nporpammHoro obecnevyeHuma WM NOAAEPKMBAIOT MPOCTOE
ynpaBaeHNe YCTPOMCTBAMM U CETbIO KaK vyepe3 nHtepdpenc komaHaHowm ctpoku (CLI) ana rmbknx npoaBUHYTbIX HAaCTPOEK, TaK U
yepes yaobHbIM U UHTYUTUBHO MOHATHbLIWM BCTPOEHHbIN Beb-HTEpdenc.

Obuwme xapaKTeEPUCTUKMN:
* 24 nnun 48 noptos Gigabit Ethernet

* Bce mopenu ocHaweHbl 4 noptamu SFP+

* [loppep»xKka PoE+ c brogeTtom mowHOCTK o ??7?7? BT

* [lopgpep)XKa ynpaBaeHmna Yyepes KOMaHAHY CTPOKY AN YyAOOHbIN rpaduyeckmm nHtepdenc
* B moaenbHOM pAaay ecTb MHAYCTPUaabHbie moaenun Ha 8/16/24 nopta
* HeKoTopble moaenu ocHalleHbl AByMA 610Ka NUTaHUA

* B HeKoTOpbIX MOAENAX yCTAaHOBNAEH MOAY/b pene
N CYXMX KOHTAKTOB

¥ ANUOY AJINIY 4134V AJSHEY A708V L1900V A1 423124v

POCCMACEIME TEXHONOI MM



Cepua 1000: pyHKUMOHAN

NMpoussoanTenbHOCTb

Tabnnua MAC-agpecos — 16K
Link Aggregation Groups — 8 ¢usnyeckmx nHtepdencos

DYHKUUM YPOBHA L2

MNopapepxka STP (Spanning Tree Protocol, IEEE 802.1d)

Moppepka RSTP (Rapid Spanning Tree Protocol, IEEE
802.1w)

MNoaaeprkka MSTP (Multiple Spanning Tree, IEEE 802.15s)
MNoppep»xKa STP Root Guard

MNoppep»xka STP BPDU Guard

MNoppep»Kka BPDU Filtering

Noaopep*Ka Private VLAN

MNopopepKa STP PortFast

NMoaaepxka VLAN

OcHOBHble BO3MOXKHOCTU Ha YPOBHE PpUINYECKUX _

MNopopepkKa IEEE 802.1Q
MNoppepxKa port based vlan
MNoapeprka mac based vlan*

uHtepdencos

3epKannposaHue noptos (SPAN)

MNoaaepkka PoE+ ( IEEE 802.3at)

OcHoBHble ¢dyHKUUKU npu pabote c MAC Tabaunuen "

®  MNoppeprkka nsyyeHna mac agpecos ana Kaxaoro VLAN

®  Noppeprka |2 multicast

®  HactpauBaemoe Bpems xpaHeHna MAC-agpecos

dyHKumm Link aggregation

®  Co3pgaHue arpermpoBaHHbIX MHTepdencoB (40 8-mu
dun3nyeckmnx nHtepdencos)

¥ 0O6begnHeHne pU3NYeCKUX MHTEPPENCOB C MOMOLLbIO
npoTtokona LACP

¥ PasnunyHble anroputmbl 6aNaHCMPOBKM Harpy3Ku B

arperMpoBaHHOM KaHane(source/dest mac,source mac, dest 4

mac, source/dest ip, source ip, dest ip)
OcHoBHble PyHKUMM KauecTBa 06cayKnBaHusa

(QoS)

®  OrpaHnyeHune ckopocTn Ha pmsndeckmx noptax (shaping,
policing)

MoHUTOPUHT

®  Moppeprka MOHUTOPUHTA 3arpy3kn CPU

MOHUTOPUHT 3arpy3kn onepaTnsHom namaTtn (RAM)

®  MoHutopuHr tfemnepatypbl CPU

®  Cratuctuka uHtepdeincos

CepBuCHble PYHKUUMU

®  Tect Ha 06pbIB Kabena Tnn "Butaa napa" - TexHonorna TDR

Mony4yeHne gMarHOCTMYECKOM MHGOPMALIMM ONTUYECKOTO
TpaHcmeepa - TexHonorua DDM

Cnucku ynpasneHua gocrynom ACL

®  Noppepxka L2,L3,L4

® Co3paHue npasun Ha ocHose: IP,DSCP,TCP/UDPVLAN_ID

dYHKUUM ynpaBeHUa ceTeBbiM YCTPOMUCTBOM
" UHTepdelic kKomaHaHoM cTpokm (CLI)

®  Syslog

®  LLDP (IEEE 802.1ab)

"  Ping (noaaep:kKa IPv4/IPv6)

Cepsep Telnet, cepsep SSH

" KnuneHTt SSH, KnneHT Telnet

®  Knuent RADIUS, TACACS+ (Terminal Access Controller
Access Control System)*

" O®unbrpayms IP-agpecos ana SNMP
" MNopaeprKa NOKanbHbIX NOJb30BaTENEMN.
®  Mpotokon SNMP

®  VYnpaBneHue AOCTYNOM K KOMMYTAaTOPy — YPOBHM
NpPUBUNETNIA ANA NONb30BaTeNEN

®  JlormpoBaHune KOMaHA, BBOANUMbIE NO/Ib30BATENSMM
"  TMoppepka ACL ans ynpaBieHUA yCTPOMUCTBOM

*-dyHKUMOHaN B pa3paboTke

A kraftway

POLCMACENE YTEXHONOIMWA



Cepua 7000: KommyTaTopbl arperaumumn/aapa

Yctpoictea Kraftway cepum 7000 npeactaBastoT cobor KOMMYTaTOPbl YPOBHSA siapa U arperaumm Ha 6ase MoLLHOro npoueccopa,

N NpeacTaBAAOT coboi nepeaoBytd KOMMYTALMOHHYIO N1aTGoOPMy KOPNOpPaTUBHOIO Kaacca ¢ PUKCMPOBAHHOMN KOHPUrypaLumen
VYPOBHSA A4pa UK arperauumn.

Popm-¢pakTop - 1 RU ¢ KS-7012C 12 nopTtoB QSFP28 (100 Gb)
RJ-45 — KOHcoNbHbIN NOPT 1 RJ-45 - nopT ynpaBaeHUs u e KS-7028C 28 nopTtos QSFP28 (100 Gb)
MOHUTOPUHra

moueccon ARM apxurextypa « KS-7032N-12C 32 nopta SFP28 (25 Gb), 12 uplink QSFP28 (100 Gb)

[MponyckHas cnocobHocTb 3,6 TOUT/C

MpoussoauTenbHOCTb S 5 AT RS BRI { e
® Tabnanua MAC-agpecos — 200 000 ’ | N 0 1
® Konnyectso VLAN — 6onee 4000 ' : : “‘
® Konnyectso IPv4 unicast mapwpytos — 500 000
® Konnyectso IPv6 unicast mapwpytos -200 000

® Link Aggregation Groups — 64 0o 8 pusnyeckmx
nHtepdencos B 1 LAG

® Konnyectso ARP 3anucen — 4000

POCCMACEME TEXHONOI MM



dyHKumoHan kommytartopos 7000 cepum

®YHKUMUM ypOBHA L2

®  Noppeps<ka STP (Spanning Tree Protocol, IEEE 802.1d)

®  Noppeps<ka RSTP (Rapid Spanning Tree Protocol, IEEE 802.1w)
MNopaeprkka MSTP (Multiple Spanning Tree, IEEE 802.15s)
Moppepskka STP Root Guard

MNoppepxkka STP BPDU Guard

MNopnpep»kka BPDU Filtering

MoaaeprkKa Private VLAN

Nopopeprkka STP PortFast

Moppep:kka VLAN

®  Noppepka IEEE 802.1Q

®  Noppeps<ka port based vlan

®  Noppepskka mac based vlan*

OCHOBHble BO3MOXHOCTU Ha ypoBHe ¢pusnyecknx nHrepdeiicos
®  3epkanuposaHue noptos(SPAN)

OcHoBHble ¢pyHKUMK Npu paborte c MAC Tabaunuen

®  NMoppepskka M3yveHMa mac agpecos anda Kaxaoro VLAN
®  Noppepskka 12 multicast

®  HactpanBaemoe Bpems xpaHeHMa MAC-agpecos

®dyHKumum Link aggregation

OcHOBHbIe ¢in|(|.|,1414 KauecTtBa ob6cnyxxusaHua (QoS)

®  OrpaHunyeHune ckopocTu Ha Ppusmnyeckmx noptax (shaping, policing)
®  Noppeprkka oo 8-Mmu odepeselt Ha GU3UYECKUIA NopT
|

OrpaHnYeHMe CKOPOCTM Ha odyepeanax

®  O6paboTKa ouyepeneit no anroputmam Strict Priority/Weighted
Round Robin (WRR)
®  Knaccudpukaumsa Tpadmka Ha ocHoBaHMM ACL
®  Noppeprkka WRED/tail drop
®dyHKUUM ypoBHA L3
®  Noppeprkka paboTbl NPOTOKONOB ANHAMUYECKON MaPLLPYTU3ALNK:
O OSPFv2
O OSPFv3
O RIPv1/v2
O RIPng
O BGP(IPv4/IPv6 unicast family)

Moaaeprkka paboTbl CTaTUYECKOM MapLLPYTM3aLUN U
6anaHCMPOBKMU:

O ipv4 static routing
O ipv6 static routing
O Equal Cost Multi Path routing(ECMP)

OYHKUMU TYHHENNPOBaHUA

OYHKUMU OTKa30yCTONUMBOCTHU
®  Noppeps<ka npotokona VRRP

®  Noppneprkka MOHUTOPUHra 3arpy3ku CPU

MOHUTOPUHT 3arpy3kn onepatuBHom namsati (RAM)

®  Co3pgaHue arperMpoBaHHbIX MHTepdencos (40 8-mu prU3nUYecKux
nHTepdeincos) ® Noppepxka GRE
®  ObbeauHeHne GU3NYECKUX MHTEPPENCOB C NOMOLLbIO MPOTOKO/A
LACP
®  Pa3nunyHble anroputMmbl 6anaHCUPOBKM Harpysku B arpernpoBaHHOM MOHUTOPUHT
KaHane(source/dest mac,source mac, dest mac, source/dest ip,
source ip, dest ip)
|

Bo3moXKHOCTb pacyéTa hash 3HaueHUAa U onpeaeneHna BbIXOA4HOro
¢dunsmnyeckoro nHtepdeiica B LAG nocpeactsom command line
interface(CLI)

®  Noppepska symmetric load balancing

MoHuTopuHr Temnepatypol CPU
CtaTucTnKa HTepdencos

MoppepKka npoTokona sFlow

CepBucHble pyHKLUU
|

MNonyyeHne aMarHoCTMYeCcKom MHGopMaL MM oNTUYECKOTo
TpaHcuBepa - TexHonorna DDM

Cnucku ynpasneHua gocrynom ACL

®  Noppepskka L2,L3,L4

®  CospaHue npasBun Ha ocHose: IP,DSCP,TCP/UDPVLAN _ID
dyHKUMKM 6e3onacHoCcTH

®  NMoppepskka port security

®  JlorupoBaHue cobbITUIM MexaHM3Ma port security
®YHKLUMM yNpaBaeHUA ceTeBbiM YCTPOUCTBOM

NHTepdenc komaHaHowm cTtpoku (CLI)
Syslog

LLDP (IEEE 802.1ab)

Ping (noaaepkKa IPv4/IPv6)

Cepsep Telnet, cepsep SSH

KnneHt SSH, KnneHT Telnet

KnueHt RADIUS, TACACS+ (Terminal Access Controller Access Control
System)*

®dunbrpauma IP-agpecos gna SNMP
MNoaaeprKka NOKabHbIX NO/Ib30BaTENEN
®  Mpotokon SNMP

®  YnpasneHue A4OCTYNOM K KOMMYTaTOpPYy — YPOBHW NPUBUIETUIA ANA
nosb3oBaTenemn

®  JlorMpoBaHne KomaHA BBOAMMbIE NONAb30BaTENAMM

®  Noppepkka ACL gns ynpaBneHUs yCTPOMCTBOM

®  Noppepskka npotokona NTP

|

Mopaepskka DHCP Server/Client/Relay

[AaTa-ueHTp TexHonormm

®  Noppepxka VXLAN (bridge mode)

*-dyHKUMOHanN B pa3paboTke

A wraftway

POLCMACENE TEXHONOIMM



MopaenbHbin pas,

KS-1024T-4X
KS-1024T-4X-S
KS-1024T-4X-L

KS-1024T-4X-SL

KS-1024P-4X
KS-1024P-4X-L

KS-1048T-4X
KS-1048T-4X-S
KS-1048T-4X-L

KS-1048T-4X-SL

KSI-1008P-2G-DM

KSI-1016P-2G-D

KSI-1016P-4X-8CM

24 nopta GE (1 Gb), 4 uplink SFP+ (10 Gb), L2+
24 nopta GE (1 Gb), 4 uplink SFP+ (10 Gb), 2 M, L2+

24 nopta GE (1 Gb), 4 uplink SFP+ (10 Gb), nnaTta cyxumx
KOHTaKTOB, L2+

24 nopta GE (1 Gb), 4 uplink SFP+ (10 Gb), 2 BIN, nnaTa
CYXUX KOHTAKTOB, L2+

24 nopta PoE+ GE (1 Gb), 4 uplink SFP+ (10 Gb), L2+

24 nopta PoE+ GE (1 Gb), 4 uplink SFP+ (10 Gb), nnaTa
CYXUX KOHTAKTOB, L2+

48 noptoB GE (1 Gb), 4 uplink SFP+ (10 Gb), L2+
48 noptoB GE (1 Gb), 4 uplink SFP+ (10 Gb), 2 BN, L2+

48 noptoB GE (1 Gb), 4 uplink SFP+ (10 Gb), nnata cyxux
KOHTaKTOB, L2+

48 noptoB GE (1 Gb), 4 uplink SFP+ (10 Gb), 2 BN, nnaTa
CYXUX KOHTAKTOB, L2+

8 noptoB PoE+ GE (1 Gb),2 nopta SFP(1 Gb),
DI/DO/RS485/Modbus, DIN, L2

16 noptoB PoE+ GE (1 Gb),2 nopTa SFP(1 Gb),
DI/DO, DIN, L2+

16 nopTtoB PoE+ GE (1 Gb), 8 Combo (1 Gb), 4 nopta SFP+
(10 Gb), DI/DO/RS485/Modbus, Rack, L2+

KSI-3008P-4X-4GD

KS-3048T-4X-B
KS-3048P-4X-B

KS-3024T-4X
KS-3048T-4X
KS-3024P-4X
KS-3048P-4X

KS-5024G-2X-B
KS-5024X-4C-B
KS-5048G-4X

KS-7012C
KS-7028C
KS-7032N-12C

8 noptos PoE+ GE (1 Gb), 4 SFP(1 Gb), 4 SFP+ (10 Gb),
DI/DO, Rack, DIN, L3

48 noptoB GE (1 Gb), 4 uplink SFP+ (10 Gb), L3, Baikan

48 noptoB PoE+ GE (1 Gb), 4 uplink SFP+ (10 Gb), L3,
Bankan

24 nopta GE (1 Gb), 4 uplink SFP+ (10 Gb), L3

48 noptoB GE (1 Gb), 4 uplink SFP+ (10 Gb), L3

24 nopTta PoE+ GE (1 Gb), 4 uplink SFP+ (10 Gb), L3
48 noptoB PoE+ GE (1 Gb), 4 uplink SFP+ (10 Gb), L3

24 nopta SFP (1 Gb), 2 uplink SFP+ (10 Gb), Baiikan
24 nopta SFP+ (10 Gb), 4 uplink QSFP28 (100 Gb), bainkan
24 nopta SFP (1 Gb), 4 uplink SFP+ (10 Gb)

12 noptoB QSFP28 (100 Gb)
28 noptosB QSFP28 (100 Gb)
32 nopta SFP28 (25 Gb), 12 uplink QSFP28 (100 Gb)

) kraftway

POCCMACEME TEXHONOI MM



banaHcupoBKa ceTteBOoro Tpaduka

[Mpu pocme Ha2py3KU, eé MOXHO macwmabuposame 8epMUKAIbHO: MOMEHAMb KOHU2ypauuro
cepsepa Ha bosee MowHYro usnu bbicmpo 0obasums pecypcos 8 obna4yHbil. Ha KaKoe-mo epems
amoeo byoem 0ocmamo4YHO, HO 8 KOHEYHOM UMoO2e MOWHOCMU cepsepa Moxem He Xxeamumeo, U
300a4U pa3o0enamcsa Ha HECKO/IbKO cepsepos.

[opu3zoHMansHoe macwmabuposaHue, Mpu KOMOopPOM pacmem KosuYecmaeo cepsepos, 3amoYeHHbIX
Moo 00HY 3a0a4y — 3mo caedyrowul waz pazsumusa uHgppacmpyskmypsl. OHo mpebyemcsa, ymobebi
Ayqwe crnpasaamecs ¢ Ha2py3kamu u docmu4b bonbwel 2ubkocmu 8 op2aHU3auuUU

UHGpacmpyKkmypei.

[Mpu 2copuzoHManbHOM macwmabuposaHuUU NosA8a9emca Heobxo0uMocmes 8 HOBOM 371eMeHMe
UHGpacmpyKmypsl — basnaHcuposwUKe Haz2py3Ku, pacrpeoensarowem mpa@uk.

) kraftway

POLCEMMCENE TEXHONAODTIEN



banaHcupoBKa ceTeBoro TpadukKa

BxoaAauwimm
TpaduK

Per Flow

Equal Cost Multi Path (ECMP)

Nexogawmmn Tpaduk

[lpoToKonbl: OSPF,BGP

Pacuét hash ¢yHKUMM no: src-ip, dst-ip, src-
dst-ip, src-dst-port(tcp/udp), ip-port, ip-port-
proto

@) kraftway

POCCUVCKMWE TEXHONOruM



banaHcupoBKa ¢ PYHKLMEN cnmmeTpumn

Equal Cost Multi Path (ECMP)

[MToTOK 1
[ToTOK 2

[1ByHanpaBAeHHbIN
TpapuK

[1ByHanpaBAEeHHbIN
TpaduK

[lpoToKonbl: OSPF,BGP

Pacuét hash ¢yHKUMM no: ip-port, ip-port-
proto, src-dst-ip, src-dst-port

Per Flow

@) kraftway

POCCUVCKMWE TEXHONOruM



lMpenmyllecTsa

Ha 7000 cepnn KOMMYTaTOPOB BO3MOXKEH NpeasapuTeibHbiM pacyeét hash 3HavyeHmnAa ana
onpeaeneHna BbixoaHoro pusmnyeckoro nHtepdenca B LAG rpynne nocpeacrsom CLI

Ncnonb3oBaHME CUMMETPUYHOM BanaHCMPOBKM NMpu npumeHeHnn B Firewall ansa yctaHoBaeHuUA
M KOHTPOAA Noab3oBaTenbCknx TCP ceccum

[MpnmeHeHue Blade Bepcnmn KommyTtaTtopa Ana UCNoAb30BaHMA BaNaHCUMPOBKU MEXKAY
cepBepamm B LLACCH

) krafiway

POCCMACEME TEXHONOI MM




[InaTdopmbl onA
CeTeBbIX
YCTPOUCTB
Kraftway cepum
Pybex




* [lnatdopmbl A4NA CETEBLIX YCTPOUCTB CEMENCTBA «PybexK» npeaHa3HavYeHbl AN LWMPOKOTo Kpyra
npoun3sBoauTesen ceteBbiX YCTPOUCTB U MO, TaKMX KaK: KOMMYTATOP U MapLIPYyTU3ATOP, MEKCETEBOU

3KpaH, Wato3 6e3onacHoOcTU, KpunTtorpadpumyeckas nnatdopma, yCTPOMCTBO OOHaPYKEHUS ceTeBbIX

aTak U T.M.
e Obnapaa KoMNakTHbIM GopM-PaKTOPOM, YCTPOUCTBA «Pybex» npeanarator:
* PasnnyHbIv ypoBEHDb MPOMN3BOANTE/NIBHOCTU U LLEHOBbIE AMANa30Hbl
* Bonbloe KoANYECTBO U TUM CETEBbLIX MOPTOB, KOMMNOHOBKM KOpnyca U TMNoB 6/10KOB NUTaHUSA
e 3akatouyeHuna peectpa MMNT (nn719) n BcA HeobxoaMMana AOKYMeEHTaLUUA ANA BHECEHUA B
peectp TOPI
 NlopabotKa n mogudukauum nog TpeboBaHUA 3aKa3umuKa

BapuaHTbl UCMNOJIHEHUWA:

Manaa npounssoautenbHocTb - NMnardpopma Pybexk H (KPIME.466539.007)
CpeaHaa npounssogmutenbHocTb - MNaardpopma Pyberx C (KPME.466539.008)
BbiconpounssogutenbHbie - Nnatdpopma Pybexxk T (KPIMNE.466539.009)

7 kraftway

POCCUWNCKUE TEXHONOIrMM



AnnapaTtHbie naatpopmbl cemencrtasa «Pyberk»

BapuaHTbl UCNONb30BaAHUA

BpaHamayap (Firewall / Next Generation Firewall). ObecneuuBatoT
ceTeByt0 6€30MaCHOCTb, OTCNEXMBAA U KOHTPO/NPYA BXOAALLMMN W
NCXOAALLMM CETEBON TPAPMUK.

BanaHcmpoBLWKK Harpy3Ku (Load balancer). PacnpeaenstoT ceTeBow
TpadUK MexKay HECKONbKUMMK cepBepamm ansa obecneyeHnA BbICOKOMU
AOCTYNHOCTUN U 3PPEKTUBHOIO MCMNONb30BAHUA PECYPCOB.

Ycrpoucteo VPN. Obecneumsator 6e30nacHbIM yaaNeHHbIA A4OCTyN K
4YacTHOM ceTn Yyepes UHTepHerT.

YcTrpouctBo ¢unbtpaumm KoHTeHTa (Content filtering appliance).
BhoKkupyloT AoCcTyn K onpeaeneHHbIM Beb-calTam WAM KOHTEHTY,
KOTOPbIM CHUTAETCA HEMPUEMIIEMbIM UM ONACHbIM.

YHuduuupoBaHHOe YCTPOMUCTBO ynpasnaeHua yrpo3amu (Unified
Threat Management). Ob6beanHAIT  HECKONIbKO  YHKUUMK
6be3onacHOCTM,  TaKMX  Kak  BpaHamayap, aHTUBUPYC 7
obHapyXeHne/npenoTepaLleHne BTOPKEHU, B OAHOM YCTPOICTBE.

Ycrpouctso ontumusaumm WAN. [loBbilwaeT NpouM3BOAMTENIbHOCTb
NPUNOXKEHUN N KAYecTBO Nepedayn AaHHbIX No rnobanbHoOU ceTwu.
ObblyHO paboTaloT 33 CYET YMeHbleHnA obbema [AaHHbIX,
nepegaBaemblx NO 106asbHOM CeTW, MNOBbIWEHUA CKOPOCTU
nepenayvyv AaHHbIX U YMEHbLUEHUA 3a4EPHKKN.

KoHTponnep pgocrasku npunoxeHuim (Application delivery controller).
ONTUMM3INPYIOT AOCTAaBKY BED-NPUIOXKEHUI, NOBLIWAA UX CKOPOCTb,
HaAeXHOCTb M 6e30nacHOCTb.

YCTPOUCTBO MOHMUTOPUHIra cetu. OTCNEXMBAKOT CETEBOM TPaAdUK WU
[AOT  npeactaBlieHMe O NPOM3BOAMTENIbHOCTU  CeTU, BbIABAAA
npobaembl 1 y3kme mecta, 4Tobbl NOMOYb ONTUMU3NPOBATL CETEBbLIE
onepayum.

Ycrpoircteo SD-WAN. YnpouwatoT ynpaBieHue rmobanbHOM CeTblo 33

CYeT chneumanbHOro mnporpamMmmHoro obecrneyeHus. [lossonAtoT
OpraHM3auMam NOAKAYATb  YyAa/leHHble  MECTOMOJIOKEHUA K
KOpPNopaTMBHOM CEeTU, UCNONb3yA KOMOMHaUUO  0bLeaoCcTynHoro

MHTepHeTa UM 4acTHbIX ceTen, obecneymnBasn
3PPEKTUBHYIO CBA3b MEXAY MECTONONOXKEHNAMM.

be3onacHyto U

YctpoirictBo CPE (Customer Premises Equipment). ObopyaosaHue,
YCTAaHOBNEHHOE Ha TEpPpPUTOPUM 3aKa3uMKa Ana obecneyeHus
NpeaocTaBNeHNA TeNEeKOMMYHUKALUMOHHbBIX ycayr, 6ecnpoBoaHOro
NOAKNIOYEHUA N TaK Aanee.

YcrpoiictBo  uCPE/VE-CPE. MogaynbHas UM maclitTabupyemas
nnatopma Ha OAHOM (PU3NYECKOM YCTPOUCTBE, MNO3BONAOLLAA
n06aBNATb NN yAANATbL BUPTYANN3NPOBAHHbIE ceTeBble GYHKLUMKM NO
mepe HeobxoanmocTu.
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MopenbHbin pag «PYBEX»

* PybexX H— nnatdopma Ha4yanbHOro ypoBHA, NnpeaHa3HaYeHHaA A4 33434, He TpebyoLwmx
3HAYUTENbHbIX BbIYNCANTENBHbIX PECYPCOB U BbICOKOW NPOMNYCKHOM CNOCOOHOCTU CETEBbIX
nHTEpdencos

* Pybexx C— oaHonpoueccopHas naatdopma cpeaHero ypoBHA NPOnU3BOAMNTE/IBHOCTM Ha ba3se
npoueccopoB Xeon D-1500 (FBGA) c BO3MOKHOCTbIO ycTaHOBKM KapT OCP 2.0

 Pybexx C1 — ogHonpoueccopHaa naatpopma cpeaHero ypoBHS Npom3BoanTeNbHOCTU Ha base
npoueccopoB Xeon Scalable Gen.3 (LGA) c BO3MOXXHOCTbIO YcTaHOBKM KapT OCP 3.0

* Py6ex T — BbicCOKONpOM3BOAUTENbHAA ABYyXNpoLeccopHas naatdopma Ha 6ase npoueccoposB Xeon

Scalable Gen.3 (LGA) c BO3MOXHOCTbIO YcTaHOBKM KapT OCP 3.0

7 kraftway
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NMnaatdpopma HaYaNbHOro YPOBHA

* Kopnyc HacTtonbHbIM unm Ha DIN penky
e C aKTMBHbIM MM NACCUBHbIM OXNTaXKAEHNEM

* BHewHMM 610K NnuTaHuA 2208, 27/48B oanHapHbIN nnu
pe3epBnpyembin

* [lpoueccop Intel Apollo Lake

e Ot 1x po 6x noptos 10/100/1000 Ethernet RJ45

e 1 KOHCcOAbHbIN NOPT, RJ45

e HDMI nnmn VGA Bnaeo Bbixoa (0NUMOHAbHO)

* [nckn popmata mSATA SSD mn 2.5 SATA SSD

* [logpeprkka go 8GB DDR4 DIMM

* Bo3moxHocTb yctaHoBKM WiFi moayna nnm LTE moaema

* BO3MOXXHOCTb YCTaHOBKU ,£I,OI'IOI'IHVIT€I'IbHOl71 ceTeBoM KapTbl

 WMHAMKaTOpbl aKTUBHOCTU CETEBbLIX MHTEPDENCOB N AUCKA

POCCUWNCKUE TEXHONOIrMM



Mnatdopma cpegHero ypoBHA

* Bnok nutaHma 220B, 27/48B oanHapHbIA UAN pe3epBUpPYEMbIi
* [poueccop Intel Xeon-D 15xx (Broadwell)

e o 24x noptos 10/100/1000 Ethernet RJ45 nnun SFP (6 cnoTtoB paclumpeHus aas
ceteBbix KapT PCle 3.0 x4 cneumanbHoro ¢popmata)

2 nopTta 10G Ethernet SFP+ (onunoHanbHO)

e 1 KOHCcOAbHbIN NOPT, RJ45

 VGA Bunaeo Bbixoa (onunMoHaNbHO)

* [nckn popmata M.2 SSD n go 2x 2.5 SATA SSD
* [lopgpep*xkka ao 64GB DDR4

* 1 pasbem KapTbl cTaHgapTta OCP 2.0

* BMC KoHTpOANep yaaneHHoOro ynpassieHua

7 kraftway
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Mnatdopma cpegHero ypoBHA

19” ctoeyHoe ncnonHeHme 1U
Intel Xeon Scalable Gen3 (LGA4189) up to 165W TDP III
Yuncer Intel Lewisburg (C621A)

4 x 288-pin DDR4 ECC RDIMM
Hakonutenn 2 x M.2 SSD / 2 x 2.5 SATA SSD (onumoHanbHo)  1;-..- e
1o 16 x 10/100/1000 Ethernet RJ45 unu SFP (4 cnota paclumpeHns ans cetTeBblX "o ’g

KapT PCle 3.0 x4 cneuymanbHoro popm-PpakTopa) g

1 x pa3zbema KapTbl cTaHaapTa OCP 3.0

1 X KOHCONbHbIK NopT, RJ45

2 xUSB 3.0

HDMI Bnaeo Bbixoa, (onumMoHaibHO)

Bnok nutaHma 220B, 27/48B oamnHapHbI NAK pe3epBUpyeMbli

BMC KoHTpoOAnep yaaneHHOoro yrnpasaeHua

i) .. C{'mwww{,vr rrf’n ~
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BbicokonpoussoautenbHasa naatpopma

* Bnok nutanua 220B, 27/48B oamMHapHbIA unn pesepsupyemblii (800BT)
* Yuncert Intel C621
e 2 npoueccopa Intel Xeon Scalable Gen3 (FCLGA4189)

e Jlo 24x noptos 10/100/1000 Ethernet RJ45 unn SFP (6 choToB paclumpeHms
nna ceteBbix KapT PCle 4.0 x4 cneumanbHoro ¢opm-dparkropa)

e 1 KOHCcOAbHbIN NOPT, RJ45

 Mini HDMI Bngeo Bbixoa, (onumoHasibHO)

e [lnckm 2x M.2 SSD NVME mn go 2x 2.5 NVME SSD (onunoHanbHO)
* 16 cnotoB ana namAatu DDR4

* 1 pasbem KapTbl cTaHgapTta OCP 2.0

* 1 pasbem KapTbl cTaHgapTta OCP 3.0

e BMC KOHTpOANEp yAaNEeHHOTro ynpasieHua (onuMoHanbHO)

@) kraftway
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KapTta 4x RJ45

* CeteBou KoHTponnep Intel i350

4 nopta 1G Ethernet RJ45

* [loppepxKka 6bubnmortek Intel DPDK
* PCle Gen3 4x

KapTta 2x SFP+

 CeteBou KoHTponnep Intel X520
 2nopTta 10G Ethernet SFP+

* [lopgpepxKka bubnmotek Intel DPDK
* PCle Gen3 4x

KapTta 4x SFP+
 CeteBou KoHTponnep Intel i710

* 4 nopta 10G Ethernet SFP+
* [loppepxKka bubnmortek Intel DPDK
* PCle Gen3 8x

KapTa 4x SFP

* CeteBou KoHTponnep Intel i350

4 nopta 1G Ethernet SFP

* [lopgpepxKka bubnmortek Intel DPDK
* PCle Gen3 4x

POCCUMCKWE TEXHONOruM



HoBasa nnatdpopma Pybex H1

HoBasa nnatrdpopma “coBcem HayaNbHOro” ypoBHA

* Kopnyc HacTtonbHbIM unm Ha DIN penky
* C naccuBHbIM OXNnaxKaeHuem

* BHewHMM 610K NnuTaHuA 2208, 27/48B oanHapHbIN nnu
pe3epBnpyembin

* [poueccop Elkhart Lake Family, Intel ( x 6211E n x6425E)
 OT 1x no 4x noptos 10/100/1000 Ethernet RJ45 PoE+

e 1 KOHCcOAbHbIN NOPT, RJ45

e HDMI Buaeo Bbixoa, (onumMoHanbHO)

* [unckn popmata mSATA SSD

* [logpeprkka oo 32GB

* Bo3moxHocTb yctaHoBKM WiFi moayna, asyx LTE mogemos
* B0O3MOXXHOCTb YCTaHOBKM AOMOJIHNTE/IbHOM ceTeBOM KapTbl (4 x RJ45)
* MHAMKATOPblI aKTUBHOCTM CETEBbIX MHTEPPENCOB U ANUCKA

POCCUMCKWE TEXHONOruM



HoBasa nnatpopma Pybexxk M

Mnatdopma HayanbHOrO - cpeaHero ypoBHSA

* BbnoK nutanma 220B oanHapHbIN MK pe3epBUpPyeEMbIU

* [Mpoueccop Intel (C3558R, C3758R, C3858, C3958)

* 6xRJ45 (PoE+)

2 nopTta 10G Ethernet SFP+ (onunoHanbHO)

e 2 cnota pacwmpeHus ana ceteBbix KapT PCle 3.0x4 cneunanbHoro ¢opmara)
e 1 KOHCONbHbIN NOPT, RJ45
* [unckn popmata M.2 SSD
* [logpeprxkka oo 64GB

POCCUWCKMUE TEXHONOrnK



HoBaa nnatdpopma
Pybexx C2

obpasupbl maun 2024
cepus uonb 2024
peectp MuHnpomrtopra utono 2024




HoBasa nnatdpopma Pyberxk C2

BbicoKonpounssoauTtesnbHaa naatgopma

* Bbnok nutaHmna 220B ogmnHapHbIK K pe3epBUPYEMbIN
* [poueccop Intel Xeon G4/G5

* Bo3MOKHble KOHOUTYpaLUUK:
— 6 cnotos pacwupeHuna n 2 nnatbl PCle5.0 x16
— 4 cnota pacwunpeHna u 3 nnatbl PCle5.0 x16
— 1 cnot pacwmpenuna u 4 nnatol PCle5.0 x16

e J1Ba BCTPOEHHbIX ANCKa dopmaTta M.2 SSD NVME

* Bo3mMOXXHOCTb YCTaHOBKU Kop3uH M.2 SSD B cnoTbl
paclMpPEHNAa U NOAKAOYEHME AOMOJHUTENbHbIX AUCKOB

e 8 cnoto DDR5 (go 2 T6 namaATK)

* CeTeBble KapTbl ANnAa cnotos pacwmpeHna 4xRJ45, 4xSFP,
2xSFP+, 4xSFP+

@) kraftway
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[1poLeccop

MakcunmanbHas
MOLLHOCTb

Uuncer

[TamaTb

Cnotbl
pacLUNpPEHUS

Cnot OCP

Intel Xeon 4-ro n 5-ro nokoneHus
350 Bt

Intel C741

8 cnotoB DIMM 288-kOHTaKTHbIW
DDR5 RDIMM/ RDIMM-3DS

8 MCIO (PCle5.0 x8)

1 PCle3.0 x4

1 OCP NIC 3.0 (PCle5.0 x16)

POCCUWNCKUE TEXHONOIrMM



MnaHbl Bbixoaa Pybexx C2

[MepBble 0b6pa3ubl A4NA TECTUPOBAHUA NAATPOPMbI - Man 2024
3anyckK B ceputo - utonb 2024
[Mogaya c peectp 3aknto4eHUn MumnHnpomTopra ntoHb - ntonb 2024

Hannuyme pocCMNCKMX MUKPOCXEM M MPOTrPaMMHbIX 3aMKOB NO3BOUT
3apernctpupoBaTtb obopyaosaHune B TOPI n ®CTIK

BO3MOKHO MCMNONb30BaHUE SNEKTPOHHOTO 3aMKa BUTA3b 2.2 umerownm ceptnduKkat

cooTBeTcTBMA PCTIK Poccum

7 kraftway
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MoAaynbHble
BblYUcnurtesnbHbIe
KOMMNJeKChbl
Kraftway
MynbTunnekc
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MoaynbHble BbluUCAUTENbHbIE cUCTEMbI MyNbTUNAEKC

Komnanua Kraftway, poccumnckmnin pa3paboTymk 3n1eKTPOHHOM KOMMNOHEHTHOM 6a3bl U
NOBEPEHHbIX NNATPOPM C MHTETPUPOBAHHBIMU CPEeACTBaMMU 3aLLNUTbI MIHPOPMaLUN,
npeactaBnsaeTr 0OHOBAEHHYO IMHENKY KOHOUTYPUPYEMbBIX MOAYNbHbIX CEPBEPHbIX
cuctem Kraftway Mynbtunnekc. [1oaobHble BblYNCANTENbHbIE KOMMNIEKCHI
npeaHa3Ha4vYeHbl ANA peweHnA CAOKHbIX MHPOPMALMOHHbIX 33134 KOPNOPATUBHOIO
VPOBHA U, bnaroaapa CBOMM KOHCTPYKTUBHbIM OCODOEHHOCTAM, MO3BOAIOT
3Ha4YNUTEeNbHO 3KOHOMUTb mecTo B LIO/.

T |
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Coctas moaenn M32

KPME

KPIE.469533.009

KPIE.466534.004

KPME.468332.015

KPIE.466533.006

KPE.466533.006-02

KPTE.466533.009

KPME.466533.010

KPINE.466533.007

KPME.466533.008

HaumeHoBaHMe moayna

LLiaccu € BbICOKOCKOPOCTHOM KoMmMyTauuei 3U lMporpecc M1
Mogynb ynpasneHus CXA-MY-NM

Moaynb kommyTauuu 100G Ethernet CXA-MK1-MNMM

Moaynb npoueccopHbiit CXA-MMK-MM

Moaynb npoueccopHbit CXA-MMK-MM

Moaynb guckoBbiv CXA-MA41-NMM

Moaynb auckosbin CXA-MA2-MM

Moaynb npoueccopHbii MIMNK-UA1

Moaynb npoueccopHbii MMNK-UA2

BbicoTa
moayns

3U

1U

1U

1U

2U

1U

2U

2U

2U

Konuyecrso

MHH.

Makc.

1
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Coctas moaenun M72

KPMNE

KPIE.469533.010

KPIE.466534.004

KPIE.468332.015

KPTIE.466533.006

KPME.466533.006-02

KPIE.466533.009

KPIE.466533.010

KPIE.466533.007

KPIE.466533.008

HaumeHoBaHue MOAYNA

LLIaccu ¢ BbICOKOCKOPOCTHOM KomMmyTaumei 7U Mporpecc M2
Moaynb ynpasneHua CXA4-MY-TIM

Moaynb kommyTaymumn 100G Ethernet CXA-MK1-MM

Moaynb npoueccopHbid CXA-MIMK-NM

Moaynb npoueccopHbiid CXA-MMNK-NMM

Moaynb auckosbid CXA-MA1-MM

Moaynb auckosbiv CXA-MAZ-TMM

Moaynb npoueccopHbii MMK-11

Moaynb npoueccopHbiit MMK-MA2

BeicoTa
moayns

7U

1U

1U

1U

U

1U

2U

2U

2U

KonuyecrTeo

MMH.

MaKc.

12

12
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B xone pa3paboTkM HOBOW JIMHEWMKWU MOAY/bHbIX CEPBEPOB CNeumasnctamm KomnaHuu 6Hbina
npoBeaeHa agantauma pas3paboTaHHbix Kraftway mn BKAOYeHHbIX B peecTp poccuickoro 10
nporpamm Kraftway BIOS, O KoHTponnepa BMC ana cepBepHbIX MAaTEPUHCKUX NAAT, a TaKKe
Kraftway System Manager 4na MOHUTOPUHIA U yNPaBAEHNA MOAY/IbHON CUCTEMOMN.

Bcsa npoaykuma npomsBoanUTCA Ha OAHOM U3 Ny4HLWUX NPeanpuATUA SNeKTPOHHOro obopyaoBaHUsA B
Poccumn — 3aBoae Kraftway, pacnonoxeHHom B r. OB6HMHCK Kany»Kckom obnactu. OTKpbITUE 3TOrO
3aBoaa B 2007 r. co3gano Heobxoaumble Npeanocbl/IKM AnA ObICTPOro BHeAPEHUA NEePCneKTUBHbIX
Pa3paboToOK B CEpUMHOE NPOMBbILLIEHHOE NMPON3BOACTBO.

Hannume y Kraftway coBpemeHHOM Npou3BOACTBEHHOM 6a3bl B covyeTaHUM € H6ONbLIMM HayyHO-
TEXHUYECKMM MOTEHLMANOM MO3BOJISET KOMMAHUN BOT YXKE MHOIME roabl YCANELWHO peLwaTtb 3a4a4m
MMNopTO3amelleHna B 061acTn cpeacTB BbIMUCAUTENBHOM TEXHUKM.

@) kraftway
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MpepnoxXeHne ot KomnaHuu Kraftway

 KomnaHua Kraftway oka3biBaeT NOMOLLb B MOArOTOBKE AOKYMEHTOB Ha
nogayvy TOPI, ®CTIK, P31

* BO3MOXHO M3MEHEeHMe BHellHero Bnaa obopygosaHus, BKAOYas LBeT,
MapPKUPOBKY U, MO COrNacoBaHMIO, USMEHEHUE KOHCTPYKTUBHbIX 3/1€MEHTOB

* BO3MOKHO BKAOYEHUE KIMEHTCKUX Mmoaynen B coctas BIOS

* I3roToBNeHne obopyaoBaHMe B TeYeHUU 4-X Heaesib C MOMEHTAa 3aABKU
NPW 3aKJ0YEeHMEe PaMOYHOIO KOHTPaKTa

* [loagaep»XKa CKiaaa roToBoM NPOAYKLUMKN € BAaXKHOCTbIO MOCTAaBKKU A0 3-X
paboynx aHen

POLCMRCE EAHONOTIEN



AO «Kpadtean kopnopauwH MNJC»

8 495 969-24-00
info@kraftway.ru

www.kraftway.ru



